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Instalacja i konfiguracja serwera FTP w
systemie Windows Server 2008 / 2008 R2 /
2012

Instalacja serwera FTP
Tworzenie site FTP
Testowanie potaczenia do serwera FTP
Szyfrowane SSL potaqczenia do serwera FTP
Windows Server 2012

Uwaga informacyjna
Omawiana procedura bazuje na systemie Windows Server 2008 R2.

W przypadku Windows Server 2008 nalezy nie instalowa¢ domyslnego
serwera FTP poprzez serwer Manager, tylko zainstalowac serwer FTP w
wersji 7.5.

Wersje mozna pobrac z witryny http://www.iis.net

Instalacja serwera FTP

Aby zainstalowac serwer FTP nalezy zainstalowa¢ dodatkowe
komponenty roli serwra IIS. Z konsoli Server
Managerprzechodzimy na na poziom Roles. Wybieramy role
serwera IIS i klikamy na linku Add Role Services, jak pokazano
na rysunku 1.



E. Server Manager ) = =] ZI

File Action Vie
% Server Manager {5RV) Roles
[ 5 Roles e
[ 4| Features %
[ 3 Diagnostics | i View the health of the roles installed on your server and add or remove roles and features.
= 3?1 Configuration =
L] &
B &5 Storage =
-~ Roles Summary Roles Summary Help i
(~! Roles: 10of 17 installed S Add Roles
S Remove Roles
‘Web Server (II5)
(~! Web Server (IIS) ﬁ Web Server (I15) Help
Provides a reliable, manageable, and scalable Web application infrastructure.
(2 Role Status & Go to Web Server {IIS) L

Messages: Mone
System Services: All Running
Events: Monein the last 24 hours

Best Practices Analyzer: To start a Best Practices Analyzer scan, go to the Best Practices Analyzer
tile on this role's homepage and dick Scan this Role

~) Role Services: 15 instalied _::‘ﬁ Add Role Services
. I . I i% Remove Role Services
s Web Server: Installed
Comman HTTP Features Installed
Static Content Installed
Default Document Installed
Directory Browsing Installed
HTTP Errors Installed
HTTP Redirection Mot installed
\ehDAV Publishing Mot installed =

£% LastRefresh: Today at6:21PM  Configure refresh

Rysunek 1. Instalacja roli serwera FTP

Komponenty serwera FTP znajdujg sie na dole listy komponentéw
serwera IIS pod pozycjami FTP Server (FTP Service oraz

FTP Extensibility). Okno dodawania komponentéw serwera

FTP pokazano na rysunku 2.



1I

Select the role: services to install for Web Server (115):
Confirmation Role services: Description:

Bronreas T g 2 : oo ETF Server enables the transfer of
d [ ] 115 Client Cgrtlﬁcate Mapping Authentication _AJ Files Reec a-clian: ~nf aroa by
Results [ URL Authorization using the FTP protocal. Users can
/| Reguest Filtering {In d) establish an FTP connection and
[] 1P and Domain Restrictions transfer files by using an FTP dient or

=l Perforrnance {Installed) FTP-enabled Web browser,

Content Compression {Instaled)

|:| Dynarnlc Content Compression
= @ ManagementTooIs {Installed)

115 Manageme
s Management 5cr||:|ts and Tools
I: Management Service
= [ 115 & Management Compatibility
[] 115 & Metabase Compatibility
[] 115 6 WMI Compatibility
[] 115 & Seripting Tools
[] 115 & Management Console
IFIR -7 Server
[«] FTP Service
[#] FTP Extensibility
] 115 Hostable Web Core L

m

IMore about role services

< Previols | Mext > | Install | Cancel

Rysunek 2. Instalacja komponentéw serwera FTP

Okno podsumowania komponentow serwera FTP pokazano na
rysunku 3.



[rid mole serces x
Installation Results

Fole Services: -
The following roles, role services, or features were installed successfully:
Confirmation
Progress =] Web Server (IIS) 'ﬂ' Installation succeeded
The following role services were installed;
FTP Server
FTP Service
FTP Extensibility

Print, e-mail, or save the installation report

= Previous

et s | Close I Caricel |

Rysunek 3. Okno podsumowania instalacji komponentow serwera
FTP

Elementy konfiguracji serwera FTP sgq umieszczone w tej samej
konsoli co zarzgdzanie serwerem Web. Na rysunku 4 pokazano
dostepne elementy konfiguarcyjne serwera FTP.

?E]nternet Information Services (IIS) Manager 5 ! A |EI _X_|
Qo (S =0 [ 4] f 1@ -

File View Help

&1 SRV Home
E: Manage Server
= % Restart
Filter: ~ (G ~ (5 Show All | Groupby:  Area o i :S_ i
B Start
. -
F-d) Sites : - N B Stop
. s = b view Application Pools
G FTF] TR rre) s
i z 2 View Sites
FTP FTP FTP Directory ~ FTP Firewal FTP IPv4 FTF Logging
Authentication Authorizati... Browsing Support Address a... @ Help
EL = Online Help
1FTp ‘J 1 __"r'rp
FTP Messages FTF Request FTP 55L FTP User

Filtering Settings Isolation

Rysunek 4. Elementy konfiguracyjne serwera FTP

Tworzenie site FTP



Aby dodac lub skonfigurowac witryne FTP przechodzimy na
poziom Sites (rysunke 5). W prawym oknie Actions mozna
utworzy¢ nowg witryne FTP.

"-]-Elnternet Information Services (IIS) Manager DL ;lgl.)g
@&g [ v sRY » sites » | @
File. View Help

G SEEsNT eg' Sites & Addweb Site...
£ Sa e Filter: s e - ';E Show All |Group by: Mo Grouping | et Weh e
Name * [ | stats [ Binding | || @ AddFesie..
@ DefautWebsite 1 Started (nttp) =80 (hitp) SetFTP Site Defauts...
-@ Help
Online Help

Rysunek 5. Dodawanie witryny FTP

Okno dodawania witryny FTP pokazano na rsyunku 6. Definiujemy
tu nazwe witryny FTP oraz sciezke fizyczng do katalogu gtéwnego
serwera FTP.

Add FTP Site — 2]l

Content Directory
Physical path:

IC:‘niineu:ub'n,Fn:rrmt |_I

Previous | Mext I Finizh | Cancel |

Rysunek 6. Dodawanie witryny FTP - okno wstepne kreatora -
Site Information



W przeciwienstwie do serwera Web IP Bindings nie pokazuje
dostepnych adreséw IPv6. Adres taki mozna jednak wpisac.
Nalezy do tylko umiesci¢ pomiedzy nawiasami kwadratowymi [...].

Add FTP Site E 21 x|

“ Binding and SSL Settings

— Binding
1P Address: Port:
All Unassigned _vJ ' 12_1_

192.165.0.201 |

Virtual Host (Exampies 1. Contos0. com:

¥ Start FTP site automatically

i
" MossL

= Allow 55L

= Require 551
551 Cerfificate:
INu:ut Selected

Previous l Mext Fifish l Cancel |

Rysunek 7. Dodawanie witryny FTP - okno Bindings and SSL
Settings

Okno Authentication and Authorization
Information pokazano na rysunku 8. Aby zakonczy¢ kreatora
klikamy w przycisk Finish



Add FTP Site I 2] =

@ Authentication and Authorization Information

— Authentication
v Anonymous
IV Basic

Authorization

Allow access to;

|.ﬁ.|| UsErs - I

Permissions

IV Read
¥ write

Previous | et I Finish Cancel |

Rysunek 8. Dodawanie witryny FTP - okno Authentication and
Authorization Information

Po utworzeniu witryny FTP, analogicznie jak dla witryby Web
mozna przypisac [Bindings] protoko6t IPv6 do danej witryny.

Uruchomiong witryne FTP z przypisanym adresem IPv6 pokazano
na rysunku 9.



ﬁ{i’gq Sites

Filter: -~ [ Go - ghshow Al | Groupby: Mo Grouping -
Name = | o | status | Binding
€ Default web Site 1 Started (http) =80 (http)
le'l-—I'F‘ 2 Started (fip)  [2001:db8::201]:21: (fip)
21
Type | HostMame | Port | IP Address | ginding Add... |
fip 21 [2001:dba::201] _

REmoVE |
Browse
4 | i
Close |

Rysunek 9. Uruchomiona witryna FTP z przypisanym adresem
IPV6

Niestety nie wszystkie elementy konfiguarcyjne sq dostepne dla
protokotu IPv6. NIledostepne elementy to:

FTP firewall Support
FTP IPv4 Address and Domain Restrictions

Testowanie potacznie FTP

Aby zweryfikowac dziatanie nalezy pofgczyc sie klientem FTP , np
przegladarkg internetowg na adres serwera FTP, jak pokazano na

rysunku 10.



= FTP root at [2001:db8=201] - Windows Internet Explorer ] _:i“n_j
@ % |@] fio://[2001:b8::201] =Bl ] x| o
5. Faverites I S | Suggested Sites = @ | Web Slice Gallery =

8 FTP root at [2001:db8::201] ‘ | v Bl v ] g - Page~ Safety~ Tools -

FTP root at [2001:db8::201]

12/26/2011 06:31PM 12 testowy.tHT

Rysunek 10. Test witryny FTP za pomocqg przegladarki
internetowej

Test mozna przeprowadzi¢ rowniez za pomocg wbudowanego
i domyslinie zainstalowanego tekstowego klienta ftp, jak pokzano
na rysunku 11.

C:sUzerssAdministrator>ftp

ftp> o

To [2801:dbB::20811

Connected to 2001:db8::201.

228 Microsoft FIP Service

User <2001 :dbB::201:<{none>>: anonymous

331 Anonymous access allowed, send identity {e-—mail name? as password.
Password:

238 User logged in.

ftp> 1s

2880 EPRT command successful.

125 Data connection alveady open: Transfer starting.
226 Transfer complete.

ftp> 1s —1la

2880 EPRT command successful.

125 Data connection alveady open: Transfer starting.
226 Transfer complete.

ftp> 1s —1la

2880 EPRT command successful.

125 Data connection alveady open: Transfer starting.
12-26—-11 B6:31PH 12 testouwy.txt
226 Transfer complete.

ftp: 52 hytes received in B.80Seconds 52000 .00Khytes. sec.
ftp>

Rysunek 11. Test witryny FTP za pomocg klienta tekstowego

Ruch IPv6 do serwera FTP obserwowany za pomocg analizatora
Wireshark pokazano na rysunku 12.



Mo, Timne Solrce j Destination ! Praotocol ! Info

LD03739 2001 rdb8: s 2001 :dbg:: Response:

1 0. 000000 2001 1 dbg 200 FEO2 1 F 00201 ICMPWE  Neighbor solicit
2 .0.002149 2001 rdbg 201 FEO21 A FE00 200 ICMPwE  Neighbor solicit
3 0002203 2001 ndbg s 200 2001 rdbg: 1201 FTP Request: TYFE I
4 0. 002230 2001 1 dbg s 200 2001 rdbg: =201 ICMPwE  Neighbor -adverti
L 0.002891 2001 rdbg 1201 2001 rdbg: 1 200 FTP Response: 200 Ty
& 0003076 2001 rdbg: 200 2001 rdbg: 1201 FTP Reguest: EPSWV

8 0.003851  2001:db8::200 z001:db8: : 201 TCP 55947 = 58263 [5
3 0.004009 za;rgii,gi:sﬁa:':zﬂi_ Zo01:db8:: 200 TCP 58263 > 55947 [F
10 0. 004044 2001 rdbg: 1 200 2001 rdbg: 1201 TCP EE947 = L8263 [
11 0. 004091 2001 rdbg: 1 200 2001 rdbg: 1201 FTP Reguest: S5IZE
12 0. 004980 2001 rdbg 1201 2001 rdbg: 1 200 FTP Response: 213
13 0. 005045 2001 rdbg: 1 200 2001 rdbg: 1201 FTP Request: RETR
14 0. 005688 2001 rdbg: 1201 2001 rdbg: 1 200 FTP Response: 126
i5 0. 005689 2001 rdbg: 1201 2001 dbg: 1 200 FTP-DATHFTP Data: 12 byt
16 0. 214240 2001 rdbg: 1 200 2001 rdbg: 1201 TCP CEO41 = Ttp [ACK
17 0. 214256 2001 rdbg 200 2001 rdbg: 1201 TCP CEO47 = LBZE3 [A
18 0.216027 2001:dbg:: 201 2001:db8: 1 200 TCP SAPEZ = 55947 [F
19 0. 216029 2001 :dbg 1201 2001 rdbg: 1 200 FTP Response: 226 TF
20 0

. 216070 2001:dbg: 200 Z001:db8: 1201 TCP CE947 = LEZ63 [A

Frame 7: 122 bytes on wire {976 bits); 222 bytes captured {976 bits)
Ethernet II; Src: Microsof_Da:i4:2e (00:15:S5d:0da:14:2e); Dst: Microsof_ 0a:14:2d (00:315:5d:0a:14:2
Internet Protocol version &, Skhc: 2001:dbE: 201 (2001:db&: 201 Dst: 2001:dbs: 1200 (2001:dbs8::20
| Transmission Contral Protocol; Src Port: Ftp (21),; DBst Port: 55941 {55941), Seq: 21, Ack: 15, Len
File TransTer Protocol (FTP)
= 229 Entering Extended Passive Mode (|| [S58262|1%ry\n

Response code: Entering Extended Passive Mode (229)

Response arg: Entering Extended Passive Mode (|| [58263])

Passive port: S58263

[ @ FH H H

Rysunek 12. Ruch IPv6 do serwera FTP obserwowany za pomocg
analizatora Wireshark

Uwagi dla potaczen szyfrowanych SSL

O ile serwer potrafi zabezopiecza¢ komunikacje do witryny FTP za
pomocg protokotu SSL - precyzyjnie FTPS, to juz wbudowany w
system Windows Vista, Windows 7, Windows 8 oraz Windows
Server 2008 / 2008R2 /2012 tekstowy klient tego protokotu nie
obstuguje. Przegladarka internetowa rowniez. Okno wymaganej
komunikacji SSL pokazano na rysunku 13.

C:sUzers“Administrator>ftp
ftpr o

To 260081 :db8::281

Connected to 20801 :dbhB8::201.

228 Microszoft FIP Service

User <2001 :db8::2001 :C(nonel?: anonymous
534 Policy requires SSL.

Login failed.




Rysunek 13. Brak obstugi protokotu FTPS w tekstowym kliencie
FTP

Dopiero darmowy klient FileZilla obstuguje ten typ protokotu - co
pokazano na rysunku 14.

B New site - ftpes:/ /[2001:dbB=201] - FleZilla

File Edit WView Transfer Server Bookmarks Help

. =i y =1 b4 1
[A-FTRS P &®EIX PN
| Host: ! Username: I Passward; ! Port: I
Status: Connecting to [2001:db&::201]:21. ..
Status: Connection established, waiting for welcome message...
Fesponse: 220 Microsoft FTP Service
Command: ALTHTLS
Fesponse: 234 AUTH command ok. Expecting TLS Megotiation.
Status: Initializing TLS...
Status: verifying certificate. ..
Commanid; USER. anonymous
Status: TLS/551L connection established,
Fesponse: 331 Anonymous access allowed, send identity {e-mail name) as password.
CEIITIITIEFIEI: PASS o s e N e
Fesponse; 230 Usér logged in,
Command: SYST
Response:; 215 Windows_NT
Command: FEAT
Fesponse! 211-Extended features supparted:
Fesponse: LAMG EN*
Response: LUTF3
Fesponse: ALTH TLS;TLS-C; 5851 TLS
Response: PBSZ
Response: PROT £;P;
Response: EEE:
Fesponse: HOST
Response: SIZE
F.esponse: MOTM™
Response: REST STREAM
Fesponse: 211 END
Command: OPTS UTF3 ON
Fesponse: 200 OPTS UTFS command successful - UTFS encoding niow O,
Command: PBSZ 0
R esponss; 700 PESZ command successful,
Command; PROT P
F.esponse; 200 PROT command successful,
Status: Connected
Status: Retrieving directory listing. ..
Command: PWD
Fesponse: 257 iz current directory.
Command: TYPE I
Response: 200 Type setto 1.
Command: EPSY
F.esponse; 729 Entering Extended Passive Mode ([li63138])
Command; LIST
Fesponse; 150 Cipening BIMNARY mode data connection.
Fesponse; 226 Transfer complete,
Status: Calculating timezone offset of server...
Command: MOTM testowy, bet
Fesponse; 213 201112261731495
Status: Timezone offsets: Server: 3600 seconds. Local: 3600 seconds. Difference: 0 seconds.
Status: Directory listing successful
Status: Disconnected from server

Rysunek 14. Obstuga protokotu FTPS w kliecie FileZilla



Windows Server 2012

Procedura instalacji komponentow jest identyczna jak w
przypadku innych rél, np serwera IIS. Ponizej przedstawiamy
wytgcznie zagadnienia zwigzane z instalacjg komponentow
serwera FTP 8.0.

B 'Add Roles and Features Wizard [

DESTIM

Select server roles

Select one or more roles to install on the selected server,

etoreYou Begin

Installation Type Roles Description
Server Salection _ * FTP Extensibility enable:
e sl ] Remote Desktop Services FTP extensibility feature
(] Volume Activation Services custom providers, ASP.D
Fealures " | Web Seavier [15) (lnctalled 15 Manager users.
Confirmation b [8] Weh Sarver {installed)
4 FTP Server
FTE Service
FTP Extensibili
[] Ii5 Hostable Web Core
4 [B] Management Tocle {Installed)
| IS Management Consofe {Instafied)

=[] HS 6 Management Compatibility

[] 5 Management Scripts and Tools

[] Managsment Service
[ ] Windows Deployment Services

[ ] Windows Server Update Services

| < Previous | | Mext = | Install

Rysunek 15. Okno wyboru komponentéw serwera FTP 8.0

Okno potwierdzenia instaalcji komponentéw serwera FTP 8.0.



Before You Begin
Inszaliationr Type
Server Sglection
Server Roles
Features

Confirmation

Confirm installation selections

DESTIM!

To install the following roles, role services, or features on selected server, dlick Install.

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because
been selected automatically. If you do not want to install these optional features, click Prev
their check boxes.

Web Server (lI5)
FTP Senver
FTE Extensibility

FTP Service

Export configuration settings
Specify an alternate source path

| ttF!reucn.ls | | Mt » | | Install | [

Rysunek 16. Okno potwierdzenia instaalcji komponentow

serwera FTP 8.0

Konsola zarzadzania serwerem IIS 8.0. Widoczne opcje
konfiguracyjne zwigzane z protokotem FTP.
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| 95 WIN-2KIZ »

File View Help

)

e “‘a Start Page

195 WIN-2K12 (WIN-2K12\Admin
[} Application Pools
a-Ja] Sites

a . —

0§ WIN-2K12 Home

Filter: * W Go - g Show All | Group by; Area EE
FTP - |
& = -5 %
% =0 . ke
iFTP] ¢ {FTe) «FTF) .
FEP FTP FTP Directory FTP Firewall FTRIP FTP Logging
Authentic.. Authorizat.,  Browsing Support Address a...
FTP Logon FTE: FTP Request  FTR 55L FTP User
Atternpt R, Messages Filtering Settings lsalation
115 =
= & ]
" . o el
Authentic.. Compression  Default Directory  ErrorPages  Handler
Document  Browsing Mappings
=M [Eh . S B
« @8 &= 4 » =
HTTP Logging  MIME Types  Modules Output Request
Respon... Caching Filtering
==l 3 N
Lal iy
Senver Waorker
Certificates  Processes
Manaaement Z]

Features View @.Comaﬂ"ﬁéw

Rysunek 17.Konsola zarzadzania serwerem IIS 8.0. Widoczne
opcje konfiguracyjne zwigzane z protokotem FTP.

Okno tworzenia witryny FTP. Analogicznie jak dla IIS 7.5 nie ma

wyboru adresu IPv6. Opcja nie zostata poparwiona.

L 3

Manage 5
Restart

Start

Stop

Yiew Appl
Yiew Sites
Get Mew ¥
Compone
Help

Online Hel




e Binding and SSL Settings

-Binding
IP Address:

All Unassigned

192.168.10.99

Yirtual Host (example: ftpicontosa.com)

[«] Start FTP site autoratically

S5l
() Mo SSL

(O Allow S5L
® Require S5L
SSL Certificate:
|Not Selected

Rysunek 18. Okno tworzenia witryny FTP.

Adres mozna zmodyfikowac dopiero po utworzeniu witryny FTP.



T}!rpe:

e

Host name: 192.168,10.99
| 2001:0:5ef5: 79fb:2004:2c43:3157:F59¢

Example: www.contoso.com or marketing.contose.com

Rysunek 19. Okno modyfikacji utworzonej witryny FTP



